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CYBER RANGE

Defense-in-Depth Training

Objective:
Defense-in-Depth is a strategy in cybersecurity for organizations with multiple layers of security controls, in place, to
protect sensitive data and information from cyberattacks.

With this carefully crafted training, you will receive a holistic and foundational understanding of a Defense-in-Depth
framework, gain proficiency with messaging, as well as, determine the improvements necessary to implement this
strategy. Upon completion of this hands-on training, each participant will come away with a better understanding of:

e How adversaries bypass traditional defense strategies
o A well-defined framework for protecting their business infrastructure from adversaries
e Tools and vendor solutions for executing on this defense framework/strategy

e How to implement and manage a Defense-in-Depth strategy in their organization and verify it is working

properly
Participant Experience: Participant Roles:
Throughout this Tech Data Cyber Range training, e Executive / top management groups (C-
participants will not only learn the importance of level)
implementing a Defense-in-Depth framework, they will * Strategic management groups (mid-

management)

also have an opportunity to learn which vendor solutions
e Technical groups

offered through the Tech Data Security line card can best

fill their security control gaps. This will be conducted

through hands-on learning with different vendor solutions Exercise Outcomes:

currently deployed at the Tech Data Cyber Range. These e Ability toimplement Defense-in-Depth

solutions will cover the following areas within the methodology

e Understand whether a Defense-in-Depth
strategy is a good fit for business objectives

e Build awareness and base knowledge of

_ different vendors that support a Defense-in-

* Detection Depth framework

e Response

Defense-in-Depth framework:

e Protection



Beyond those key domains, participants will also develop a better understanding of the following key controls:

e Administrative Controls - Procedures, Policies

e Technical Controls - Network, Hardware, Software

e Physical Controls - What is the best fit for the
environment
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Schedule your Defense-in-Depth Training today!

Call (800) 237-8931 x 5584338 or email us at securityservices@techdata.com
for pricing and availability.
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