
First, as with all targets, begin with a reconnaissance scan. In this case, we will use
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This guide will walk the user through all steps necessary
to attain root on the “Election” VM. 

The results of the scan show ports 22 (SSH) and 80 (HTTP) are open. Since there are no known
credentials available yet, start with port 80:

nmap:



One common area to find hidden or important pages/directories is the robots.txt file. Upon examining
robots.txt, we see that the                page works:
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election



The page itself does not provide much information, so we will use a CLI tool         to brute force
directories from here:
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These results show there is an admin page nested in the "election" directory:
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dirb



This page leads the user down a rabbit hole. The best means of compromising this machine is
elsewhere. If we review the        results from earlier, we see that there is an interesting "logs" page:
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If we browse to this directory, we see a log file that we can download:

This appears to be log-in credentials that we can try on the SSH port:
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dirb



The credentials are successful, and we can view the user flag:

CYBERRANGE.TECHDATA.COM 5

From here, the next step is to elevate privileges to root. One of the most common steps is to identify
any binaries that have the SUID bit set:
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The “Serv-U” binary seems interesting. A simple web search shows this program has an
easy-to-run exploit:
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Download the exploit, compile it with GCC, and run the exploit:

This exploit quickly and easily drops us into a root shell, and we can read the root flag.


